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1 INTRODUCTION

1.1 Package Contents

1 CradlePoint MBR1200 Mobile Broadband Router

1 AC power adapter (12V, 1.5A) WARNING: using a power adapter other than the one provided may damage the MBR1200 and will
void the warranty

Mounting Hardware

CATS Ethernet Cable

Quick Start Guide

Accessory Guide

E K]

1.2 System Requirements

1 Ethernet-based Cable/DSL modem and/or Broadband Data Modem with Active Subscription (USB, ExpressCard, PC Card), or
supported Phone with Active Tethered Data Plan Suggested

1  Windows 2000/XP/7, Mac OS X, or Linux Computer with Wi-Fi Adapter (802.11n Recommended)
91 Internet Explorer v6.0 or higher, Firefox v2.0 or higher, Safari v1.0 or higher.

1.3 MBR1200 Overview

Easy Setup and Maintenance

High Performance Internal 802.11n Antennas
10/100/1000 Ethernet WAN and LAN Ports

Cellular Redundancy Failover to 3G/4G*

Works with USB, PC Card and ExpressCard Modems
Physical Modem Security Cap Available.

=A =4 =4 -4 -84

1.3.1 Always Connected

The CradlePoint MBR1200 is a robust 802.11n router with 3G/4G* failover capabilities built for home, small business, branch office, temporary and
remote enterprise environments seeking to implement continuous, always-on connectivity. With its failover/failback capability, the MBR1200

! Data Modem Not Included. This Product Requires an Activated Data Modem or Phone with Data Plan for Full Functionality. See your Cellular/3G/4G Service Provider for Details
on Coverage and Data Plan Options.
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automatically switches to a secondary connection (either wired or wireless) when your primary service is interrupted. Once your service is
restored, the MBR1200 will automatically failback to the primary connection - keeping your business online with minimal interruption to users.

1.3.2 Enterprise Power i Small Business Simple

Powered by WiPipeE technol oges,many feaureMBURd i@ &xpPensivey entegprise-dlassaduters at a fraction of the
cost. With minimal setup and maintenance, includingourpre-i nst al |l ed software, it has Aright out of the

Standard on the MBR1200 are security features such as multiple Wi-Fi encryption modes (WEP and WPA/ WPA2 Personal and Enterprise) and
built-in firewall, which prevent unauthorized use of your connection. Wi t h no addi ti onal software to | oad, youol

1.3.3 VPN: Secure and Reliable

The high-performance MBR1200 has the capability to create, manage, and terminate multiple IPSec VPN sessions. It provides up to five
concurrent sessions, supporting transfer and tunnel modes and several Hash and Cipher algorithms. These encryption protocols protect your
communications from one private network to another from end-to-end.

! Data Modem Not Included. This Product Requires an Activated Data Modem or Phone with Data Plan for Full Functionality. See you Cellular/3G/4G Service Provider for Details
on Coverage and Data Plan Options.
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2 HARDWARE OVERVIEW
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2.1 Ports

W 0ge

© 2010 CRADLEPOINT, INC.

Port Diagram
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2.2 LEDs

WiFi PROTECTED SETUP STATUS

WPS is Active and Enabled
WPS is not Active

Blue
No Light

cradlepuint

3G/4G MODEM SIGNAL STRENGTH

4 Blue Bars Strong

3 Blue Bars Good

2 Blue Bars 0K

1 Blue Bars Weak

No Light Indicator Off, Press Button to Activate

f—

s

|
| i
POWER STATUS N 2

Unit is On |,
Unit is Off \

G

Green
No Light

(S

g

14108

-

3G/4G MODEM STATUS

Green Connection Active

Blinking Green Establishing Connectiion

Amber Modem Not Active

Blinking Amber Modem Connection Error

No Light LAN Cable Disconnected or Link Failed

.

LAN STATUS (ports 1-4 to connect computers)

Green LAN Connected
Blinking Green LAN Activity
No Light LAN Cable Disconnected or Link Failed

© 2010 CRADLEPOINT, INC.

PLEASE VISIT HTTP:/KNOWLEDGEBASE.CRADLEPOINT.COM/ FOR MORE HELP AND RESOURCES

WiFi STATUS

Green WiFi On and Functioning Normally
Blinking Green WiFi Activity

Blinking Red  Error with Connection

No Light WiFi Radio Off

WAN STATUS (to connect cable or dsl modem)

Green WAN Connected
Blinking Green WAN Activity
No Light WAN Cable Disconnected or Link Failed

PAGE 7
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3 QUICK START —
00000000080 PC Card
3.1 Wireless Setup Using a Mobile Broadband *@zﬂ
(cellular) Data Modem/s" N UsB
wer ) e — ) .
1 Connect the Power Supply || sy crediepoint — optonal
1 Insert your ExpressCard, PC Card, or USB modem/s. { : ExpressCard Security
1 Establish a wireless internet connection as shown below. f _UsB — Enclosure
| (=B | ‘
'\ Sl USB
3.2 Wired Connection Using Cable/DSL Internet ~———<> | [ (000 0 00000 | B
. — e __.
Service
1 Connect the Power Supply
1 Insert one end of your Ethernet cable to the WAN port.
91 Insert the other end of the Ethernet cable into your Cable or DSL rTIEWDSLMT ;”: coo!
modem. It may take a minute or two for the MBR1200 to | o0 o000 |
initialize. —
1 Open your web browser. Ll 3
You can now access the Internet. ||| " cradlepoint
For Failover/Failback Functionality, you must have an Active Data I.' Ethermet Cabl
Modem attached to the MBR1200. / =
CradlePoint recommends that Wi-Fi security be setup at this point. See / Power wigipe
Setting Up Wireless Network Security / Supply Lo > anlll
!/ / P = = I I
/.-"" — L - - T

For Failover/Failback Functionality, you must have an Active Data Modem attached to the MBR1200.

! Data Modem Not Included. This Product Requires an Activated Data Modem or Phone with Data Plan for Full Functionality. See you Cellular/3G/4G Service Provider for Details

on Coverage and Data Plan Options

PLEASE VISIT HTTP:/KNOWLEDGEBASE.CRADLEPOINT.COM/ FOR MORE HELP AND RESOURCES PAGE 8
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3.3 Establishing a Wireless Internet Connection

3.3.1 Wireless Network Connection

On a Wi-Fi-enabled computer or device, open the View Wireless Networks window and click
on the MBR1200. Next, click on the Connect button in the bottom right corner of the window.

If more than one MBR1200 wireless router is visible, you can find the correct unit by checking

for its SSID. Your wireless router uses the SSID of MBR1200-x X X , where fxxxlow-

digits of the routerés MAC address. The MAC a:ddre

box or the bottom of the MBR1200 unit. Once you have completed your wireless connection
to the MBR1200 router, you should set up security on your wireless network by following the
procedures identified in the next step (recommended). You can connect directly onto the
Internet without security (not recommended) by skipping the next step.

3.3.2 Setting Up Wireless Network Security

Wi-Fi Security is highly recommended by CradlePoint. Wi-Fi Security is separate from the
User Login Page. SeWitFiSnegc uir i t y0 on your router p
their computers to your router unless they have you wireless security password.

Follow The Steps Below to Set the Wi-Fi Security:

1 Access your router Administration Login screen by opening a web browser window
and typing the IP address http://192.168.0.1 into the address bar.

1 Enter your Default Administrative Password. This password is the last 6 digits of
the MBR12006s NbAnd onathe gidegpans! of the MBR1200 product box
or the bottom of the MBR1200.

After you enter the password, click the Log In button.

After you are logged in, click on the BASIC menu tab at the top of the setup window.
Next, click the Launch Setup Wizard button in the middle of the screen.

1 Follow the instructions in the Setup Wizard (Outlined in section 4.2 of this document:
Wizard) to complete the setup (Basic Y_Wizard).

9 After security setup has been completed, continue to the next Step to use your new
Security- Enabled Internet Connection.

=a =4
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WIZARD
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ECHNOLOG

DHCP

HETWORK

WAN

WIRELESS (WI-FT)

BASIC ADVANCED MODEM TOOLS STATUS

SETUP WIZARD

The following Web-based Setus lezardud(ﬂg ed to assist you n connecting your new router
how

to the Internet. This Setup

HELP

ou throug
get your Intermet connection up nd russing., Chck the Fetton beiow o begin.
Select System Language: [Englsh |+
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3.3.3 Connect to the Internet c[agjgpmnt

Using any device with a supported browser, open a browser window.

A default CradlePoint page will appear asking for a password.

Use the password you assigned in the Basic Wizard Setup. If you did not
change the password, or have not yet setup your wireless network security, use

INTERNET ACCESS HOSTED BY CRADLEPOINT

Login to access the Internet:

the default password. The default password is the last six digits of the Password: Login
MBR1200 6 s MAC addr e ddress carhbe folwid an the MBR1200 Remember Me : (7]
product box or the bottom of the MBR1200.
Enter the password and click the Login button.
® Works with data enabled
After login, you will be able to click on a Remember Me button so that so that ki At modem
the next time user device connects to the MBR1200, no password is needed. e
Remember: This password is necessary to protect against unauthorized access . okcy besed pareoid
to your system. o Frewsl

e Cyber attack protection
e Multi-VPN pass-through
® Eventlogging

e E-Mail reporting

e And many more features

~
Copyright © 2009 CradlePoint Technology Inc. All rights reserved. WIplpe_
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3.4 Common Problems
This section contains a list of some of the most common issues faced by users of the MBR1200.
Please visit CradlePoint Knowledgebase at http://knowledgebase.cradlepoint.com/ for more help and answers to your other questions.

3.4.1 Your USB Modem or Phone Does Not Work With the Router

1 If your USB data modem or phone is not working with the router, check the list of supported devices to ensure you are using a supported

device and carrier. The device youbr e Kkusprnogv induisntg byeo usru pcpeolrltuelda ro ns etrhvei
unsupported device, even if it is supported on another carrierds netw
Cradl ePointdéds supported device |ist changes regularly. \evedulptdeat e our

device you have is NOT on the list, that means we do not support it at this time.
The SUPPORTED DEVICE list can be found at: cradlepoint.com/support/MBR1200

1 Sometimes a USB data modem needs to be updated or have other configurations set correctly in order to make a connection through the
router. If your USB Modem has not been updated recently, it is recommended that you do so if it is having trouble connecting to the
MBR1200. Simply insert your USB data modem into your PC and using the software provided by your cellular carrier, access the Internet.
Follow the directions provided to complete the update. Once you have updated your USB data modem, reconnect the cellular device to
your CradlePoint router and connect to the Internet.

I If you are using 4G modem you need to set the WIMAX Realm. This can be done at the administrative page (login to IP address
http://192.168.0.1) and goto Mo d e m Y S elntler Moglesn Specific Settings use the WiMAX Realm Select to select your carrier.
Make sure you Save Settings.

1 Some wireless carriers provide multiple Access Point Names that a modem can connect to. If you wish to specify an APN, this can be
done at the administrative page (login to IP address http://192.168.0.1) and goto Mo d e m__ Y S eBnterithe 4PN.and Save Settings.
Some examples of APN are isp.cingular, ecp.tmobile.com and vpn.com. This APN will be set in the first profile position (see Modem
Diagnostics). The modem must be removed and reinserted for this change to take affect (or the router rebooted). This APN is associated
with the modem in the interface referred to in the Modem Interface drop down menu, so multiple APNs may be entered.

1 If the above issues have been resolved and you can connect to the router but not get internet through it using your modem you may need
to upgrade the router firmware. Use your computer (you may need to plug your modem directly into your computer if you don 6 t have
another way to access the internet) to download the latest firmware for the router (found at: www.cradlepoint.com/support/mbr1200).
Then login to the router admin page and manually upload the firmware (directions can be found in this manual in section 7.4.2).

9 If you are still unable to access the Internet after following the above directions, contact CradlePoint Technical Support for further
assistance.

© 2010 CRADLEPOINT, INC. PLEASE VISIT HTTP:/KNOWLEDGEBASE.CRADLEPOINT.COM/ FOR MORE HELP AND RESOURCES PAGE 11
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3.4.2 You are Connected to the Router but Cannot Connect to the Internet

The status LEDs of your router will give you an indication whether or not a proper connection is being made. See the LED STATUS definitions
below:

If the USB Data Modem LEDs are not illuminated, your modem is not connectedand onl i ne. You may need to wupdate
USB Modem or Phone Does Not Work With The Router. 0

WiFi PROTECTED SETUP STATUS 3G/4G MODEM SIGNAL STRENGTH
Blue WPS is Active and Enabled 4 Blue Bars Strong
No Light ~ WPS is not Active 3 Blue Bars Good

2 Blue Bars 0K
1 Blue Bars Weak

No Light Indicator Off, Press Button to Activate
= GF F— > = o o O
POWER STATUS D D D D D D D D |:| D D D 3G/4G MODEM STATUS
! o (i) ar ai
Green Unit is On O w - T EC PC 1& Green Connection Active
NoLight  Unitis Off i - Blinking Green Establishing Connectiion
Amber Modem Not Active
Blinking Amber Modem Connection Error
No Light LAN Cable Disconnected or Link Failed
| S— /
LAN STATUS (ports 1-4 to connect computers) WAN STATUS (to connect cable or dsl modem) WiFi STATUS
Green LAN Connected Green WAN Connected Green WiFi On and Functioning Normally
Blinking Green LAN Activity Blinking Green WAN Activity Blinking Green WiFi Activity
No Light LAN Cable Disconnected or Link Failed No Light WAN Cable Disconnected or Link Failed Blinking Red  Error with Connection

No Light WiFi Radio Off

If you are still not online after updating, call CradlePoint Technical Support for further assistance.

© 2010 CRADLEPOINT, INC. PLEASE VISIT HTTP:/KNOWLEDGEBASE.CRADLEPOINT.COM/ FOR MORE HELP AND RESOURCES PAGE 12
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3.4.3 My Wi-Fi-enabledDe vi ces Ca ntldetLogid@ Page Pa st
Some electronic devices may experience problems handling the Internet Access User Login setting. Devices that commonly have trouble are, but

not limited to:
9 iPod Touch
M iPhone
i Wireless VolP Phones
I Wireless Printers
1 Most Wi-Fi-enabled Video Game Systems
I Most Wi-Fi-enabled Devices that are not PCs or Macs

To Allow These Devices Access, follow the instructions below to disable the user login.

1 Access your router administration page by opening your browser and typing http://192.168.0.1 in the address bar.

1 Gotothe TOOLS tab on the top navigation, then the USER LOGIN menu on the left panel.

1 Uncheck the REQUIRE USER LOGIN check box.

1 Scroll to the top of the page and click SAVE THE SETTINGS, which will save and reboot the router with your new configuration.

NOTE: Because the User Login page adds security and access control to others connected to your router, you may need to enable additional
security features such as WEP, WPA, or MAC Address Filtering (if you are not already doing so) when turning off the User Login Page. See the
i S et WiiFinSgcurityonyourCr adl e Poi nt Routero section of this guide for details.

© 2010 CRADLEPOINT, INC. PLEASE VISIT HTTP:/KNOWLEDGEBASE.CRADLEPOINT.COM/ FOR MORE HELP AND RESOURCES PAGE 13
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4 ADMINISTRATIVE TABS AND SUB-MENUS

The MBR1200 has a Web interface that provides a set of tabs and sub-menus for configuration and administration of all features. The interface is
organized with 6 tabs at the top of the screen.

=4 =4 =8 -8 -4

Within each of the 6 tabs, there are sub-
menus along the left side of the web page that

Basic

Advanced .

odern cradlepoint

Tools TECHNOLOGY

Status

Help ADVANCED MODEM TOOLS STATUS

Modem Tools Status

Advanced

Basic

. . WIZARD ACCESS CONTROL INFO ADMIN DEVICE INFO MENU
you use to navigate to the specific
function/task you wish to m anage. DHCP FAILOVER/LOAD GPS DYNAMIC DNS ACTIVE SESSIONS BASIC
BALANCE
NETWORK SETTINGS EMAIL SETTINGS LOGS ADVANCED
FIREWALL
WAN UPDATE FIRMWARE ROUTING MODEM
GAMING
WIRELESS (WI-FI) IPSEC VPN STATISTICS TOOLS
INBOUND FILTER
MANAGED SERVICES WIRELESS (WI-FI) STATUS
MAC ADDRESS FILTER
SCHEDULES WISH SESSIONS GLOSSARY
NETWORK
SHMP
ROUTING
SYSLOG
SPECIAL APPLICATIONS
SYSTEM
TRAFFIC SHAPING
SYSTEM CHECK
VIRTUAL SERVER
TIME
WEB FILTER
USER LOGIN
WIRELESS (WI-FI)
WI-FI PROTECTED SETUP
WISH
PLEASE VISIT HTTP./KNOWL EDGEBASE.CRADLEPOINT.COM/ FOR MORE HELP AND RESOURCES PAGE 14
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4.1 Basic Tab
The Basic tab provides access to the 5 sub-menus for administering the following function/tasks:

WIZARD
DHCP
i ORK cradlepoint

TECHNOLOGY
WIRELESS (WI-FI)

=A =4 =4 -8 -4

BASIC ADVANCED MODEM TOOLS STATUS
Basic

WIZARD
SETUP WIZARD
DHCP

NETWORK The following Web-based Setup Wizard is designed to assist you in connecting your new router
to the Internet. This Setup Wizard will guide you through step-by-step instructions on how to
WAN get your Internet connection up and running. Click the button below to begin.

WIRELESS (WI-FI) Select System Language: u

Launch Setup Wizard

Mote: Before launching this wizard, please make sure you have followed all steps outlined in the Quick
Installation Guide included in the package.

—

Copyright © 2009 CradlePaint, Inc. All rights reserved. wi plpe,
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4.2 Wizard (Setup Wizard)

Use the Setup Wizard to execute the minimum recommended first steps to
set up the product. (NOTE: Before launching the Configuration Wizard, you
must have followed all the steps outlined in the Quick Start Guide included in
the product package)

4.2.1 Launch Setup Wizard.

Launch Setup Wizard. Click the Launch Setup Wizard button to start the
wizard.

4.2.2 Welcome to the Setup Wizard.
Next/Cancel. Click Next to start the Setup Wizard

4.2.3 Set your password and time zone.

Password. Enter a password for administrative access. Verify. Re-enter the
password. Time Zone. Click on the drop down menu and select the

appropriate time zone.
Verify. Re-enter the password

Time Zone. Click on the drop down menu and select the appropriate time
zone.

(continued)
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SETUP WIZARD

The following Web-based Setup Wizard is designed to assist you in connecting your new router
to the Internet. This Setup Wizard will guide you through step-by-step instructions on how to
get your Internet connection up and running. Click the button below to begin.

Select System Language: | English |
Launch Setup Wizard

Note: Befare launching this wizard, please make sure you have followed all steps outlined in the Quick
Installation Guide included in the package,

WELCOME TO THE SETUP WIZARD

This wizard will guide you through a step-by-step process to configure your router and connect
to the Internet.

e Step 1d Set vour Password and Time Zone

e Step 2: Configure Wireless (Wi-F) Security
e Step 3: Summary and Save Settings

o [ coce |

STEP 1: SET YOUR PASSWORD AND TIME ZONE

To secure your router, please set and verify the administration password below. You can
change the user's password in the Tools Admin section of the Setup pages later.

Password: esssss

Verify Password: ssssss

Select the appropriate time zone for your location. This information is reguired to configure
the time-based options for the router.

Time: Wednesday, April 28, 2010 4:34:52 PM

Time Zone : | (GMT-08:00) Padfic Time (US/Canada), Tijuana El
= =
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4.2.4 Configure Wireless Security

Wireless (Wi-Fi) Network Name (SSID). Enter a name
for the wireless network. For security purposes, it is
highly recommended that you change the pre-configured
network name. NOTE: Be sure to write down the new
SSID and keep it in a safe place.

Require User Login. With the box checked, users will
be required to login before they can access the internet.
With the box unchecked, users will NOT be required to
login before they can access the internet.

WPS, Best, Better, Good, None. Choose one of four
levels of security, or none.

NOTE: The wireless adapters installed on the wireless
clients accessing the MBR1200 must be able to support
the security level you choose.

(continued)
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STEP 2: CONFIGURE WIRELESS (WI-FI) SECURITY

Your wireless network needs a name so it can be easily recognized by wireless clients. For
security purposes, it is highly recommended to change the pre-configured network name.

Wireless (Wi-Fi) Network L

Name (SSID) : MER.1200-=232
In order to protect your network from hackers and unauthorized users, it is highly
recommended you choose one of the following wireless network security settings.

There are several levels of wireless security. The level you choose depends on the security
features your wireless adapters support. If you select one of the security modes and are
unable to connect to the router afterwards, you can use the reset button to reset the router to
its factory default state and try a different security mode instead.

Require User Login Chedk this if you want users to be required to login before they use the internet,

BEST () select this option if your wireless adapters support WPAZ-only mode. This will

connect to many new devices and is the most secure, but may not connect to devices
with older firmware or some handheld devices such as a PSP.

BETTER @ sgject this option if your wireless adapters support WPA or WPAZ, This is the
most compatible with modern devices and PCs.

GOOD () select this option if your wireless adapters support WEP. This should only be used

if a legacy device that only supports WEP will be connected to the router.

NONE  7) sejact this option if you do not want to activate any security features

[rrev I e I concel
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4.2.5 Set Your Wireless Security Password.

Wireless Security Password. If you have selected one of the four
security levels, you will be prompted to enter a Wireless Security You have selected your security level - you will need to set a wireless security password.
Password. This is the password that wireless clients will use to access
the MBR1200 wireless network.

NOTE: Be sure to write down the password and keep itin a safe place' Note: You will need to enter the password in this step into your wireless clients as 'keys' to
If you chose None for security, you will not see the Set Your Wireless | allow your clients to connect to this Cradlepoint router.

Security Password screen and will be directed to the Setup
Complete screen. m m

Wireless Security Password : (Bto B3
characters)

4.2.6 Setup Complete.

This screen summarizes the wireless settings you have chosen.
NOTE: Make sure you write down this information and keep it in a safe SETUP COMPLETE!
place. You will need some of this information to configure wireless ) ) . . . .
Below is a detailed summary of your wireless settings. Store this information safely. You may

clients and other settings on the MBR1200. also need this information to configure the settings on your other wireless devices. When you

Click Save. This will restart the router and enable the settings you are satisfied with the settings select 'Save’ below. You will be asked to reboot your router in
have sel?ced order to save your new settings.

Wireless {Wi-Fi) Network
Mame (S5ID) :
Time Zone : (GMT-07:00) Mountain Time (US/Canada)

Security Mode :  Auto (WPA or WPAZ) - Personal
Cipher Type : TKIF and AES
Pre-Shared Key : passwordhere

MBR1200-232

Internet Login Required : Yes

[rres [ corcel oo
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4.3 DHCP (DHCP Settings)

DHCP stands for Dynamic Host Configuration Protocol. The DHCP section is where you
configure the built-in DHCP Server to assign IP addresses to the computers and other
devices on your local area network (LAN).

Use the DHCP sub-menu to configure the built-in DHCP Server to assign IP addresses
to the computers and other devices on the local area network.

4.3.1 DHCP Server Settings

Enable DHCP Server. (Default: Enabled). Once your MBR1200 router is properly
configured and this option is enabled, the DHCP Server will manage the IP addresses
and other network configuration information for computers and other devices connected
to your Local Area Network. There is no need for you to do this yourself.

The computers (and other devices) connected to your LAN also need to have their
TCP/IP configuration set to "DHCP" or "Obtain an IP address automatically".

When you set Enable DHCP Server, the following options are displayed.

DHCP IP Address Range. (Default: 192.168.0.100-192.168.0.199). This option defines
the range of addresses available for the MBR1200 to assign to an internal network. If
there are any devices using static IP addresses, you must be sure the addresses do not
fall within the range defined here. A Static IP address is one that is entered in manually
on the device.

Example: The MBR1200 uses an IP address of 192.168.0.1. A computer designated as
a Web server has a static IP address of 192.168.0.3. Another computer is designated as
an FTP server with a static IP address of 192.168.0.4. The starting IP address for the
DHCP server needs to be 192.168.0.5 or above.

DHCP Lease Time. (Default: 1440 minutes [24 hours]). The amount of time a computer
may have an IP address before it is required to renew the lease. The initial lease
designates the amount of time before the lease expires. If the lease expires and the
address is no longer needed, then another tenant may use the address. Units are in
minutes, however a value of zero (0) means the lease never expires.

Always Broadcast. If all the computers on the LAN successfully obtain their IP
addresses from the routerdés DHCP server,

PLEASE VISIT HTTP:/KNOWLEDGEBASE.CRADLEPOINT.COM/ FOR MORE HELP AND RESOURCES

DHCP SETTIRNGS

Use the section lo confgure the bulten DRCP Server 10 assign [P addresses 1o the computens on your
network.

[ sove sctman|
DHCP SERVER SLTTINGS

Use this section to configure Ue bult-m DNOF Server Lo assign 1P addresses to the computers
on your netwark.

Enable DHCP Server: (V]
DHCP IP Address Range:  192.183.0,100 1o |182.163,0.199

DHCP Lease Time: 1440 {mrutes)

Abways broadcast: ] (ompanbity for some DHCP Clants)
Netslos annoancement: ||
Leam Netuios from WA
NetBlOSs Scope: {oodonal)
Nets10S node type : () Sroaccast only luse when no WINS servers configured)

© Bont-toPont (o brosdeast)
@ mxagmode (Brosdzast then Port-toPont)
O sybrd (Paint-2o Pont then Brasdeasy)

Primary WINS IP Address:  0.0.00

Secondary WINS 1P Address:  0.0,0.0

NUMBER OF DYNAMIC DHCP CLIENTS:Y
Hardware Address A dip Hostn Lxpires
o Tncdc 192.168.0.19% VG000 2INars o7

Mirnates

ADD DHCP RESERVATION

tnable: [2]
Computer Name: 2o Computer Nama (v
1P Address: 0000
MAC Address:  00:00:00:00:00:00
Ea
NHCE RESERVATIONS LIST
tnable Compuler Hame MAC Address ¥ Address tdit Delete
PAGE 19
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one of the computers on the LAN fails to obtain an IP address, it may have an old DHCP client that incorrectly turns off the broadcast flag of
DHCP packets. Enabling Always Broadcast will cause the router to always broadcast its responses to all clients, thereby working around the
problem (at the cost of increased broadcast traffic on the LAN).

NetBIOS Announcement. Check this box to allow the DHCP Server to

offer NetBIOS .Conflguratlon settings 1o the LAN hosts. NetBIOS a”.OV\./S Use this section to configure the built-in DHCP Server to assign IP addresses to the computers
LAN hosts to discover all other computers within the network, e.g. within on your network.
iNet Merilghbor hood. 0o

Learn BIOS from WAN. If NetBIOS advertisement is switched on, WINS

Enable DHCP Server:

information will be learned from the WAN side, if available. Turn this DHCP IP Address Range: |192.165.0.100  |to|192.168.0.138

setting off to configure manually. DHCP Lease Time: | 1340 (minutes)

NetBIOS Scope. This is an advanced setting and is normally left blank. Always broadcast: {compatibility for some DHCP Clients)

This allows the configuration of al N eybidBob shsuncefhddto M@ai no name under which

network hosts operate. This setting has no effect if the Learn NetBIOS
information from WAN is activated.

Learn NetBIOS from WAN:

i NetBIOS Scope: {optional)
NetBIOS Node Type. Indicates how network hosts are to perform

NetBIOS name registration and discovery. This setting has no effect if the
Learn O Paint-to-Point {no broadcast)

NetBIOS node type: O Broadeast anly {use when no WINS servers configured)

NetBIOS information from WAN is activated. ® Mixed-mode (Broadcast then Point-to-Point)
O Hybrid (Point-to-Point then Broadcast)

I Broadcast only. This setting is useful where there are no
Primary WINS IP Address: |0.0.0.0

WINS servers available, however, it is preferred you try
Mixed-Mode operation first. Secondary WINS IP Address: (0.0.0.0

1 Point-to-Point Mode. This setting indicates to use WINS
servers ONLY. This setting is useful to force all NetBIOS
operation to the configured WINS servers. You must have configured at least the primary WINS server IP to point to a working WINS
server.

1 Mixed-Mode (default). First broadcast operation is performed to register hosts and discover other hosts, if broadcast operation fails,
WINS servers are tried, if any. This mode favors broadcast operation which may be preferred if WINS servers are reachable by a
slow network link and the majority of network services such as servers and printers are local to the LAN.

1 Hybrid-State. First WINS servers are tried, if any, followed by local network broadcast. This is generally the preferred mode if you
have configured WINS servers.

Primary WINS IP Address. Configure the IP address of the preferred WINS server. WINS Servers store information regarding network hosts,
all owing hosts to 6registerd themselves as well iaghldrsicoodk.ro o hies sestatiil rac
if the Learn NetBIOS information from WAN is activated.
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Secondary WINS IP Address. Configure the IP address of the backup WINS server, if any. This setting has no effect if the Learn NetBIOS
information from WAN is activated.

4.3.2 Number of Dynamic DHCP Clients. S e e e e

This section displays what devices are currently leasing IP addresses. The

DHCP Client table displays the number of clients that are receiving an IP Hardware Address  Assigned IP Hostname Expires

address from the router, the computer name, MAC address, and IP address 00:1b:77:cd:c7:3a 192,168.0.188 V6000 23 Hours 57 Revoke  Reserve

assigned to each computer. You can use the Revoke |IP address option to HEAES

take away a leased IP address from a client. This feature is useful for freeing
up addresses when the client table is full or nearly full.

4.3.3 Add DHCP Reservation

Clients configured as DHCP can receive the same IP address all the time Enable:

using this feature. This is almost the same as if a device has a static IP y . [ia SEEE
. i omputer Name: << | Computer Name | ¥ |

address except that it must still actually request an IP address from the i o

MBR1200. The MBR1200 will provide the device the same IP address all the il L

time. Servers on the network should either use a static IP address or this MAC Address: |00:00:00:00:00:00

option

Enable. Specifies whether the entry will be active or inactive. m m

Computer Name. You can assign a name for each computer that is given a

reserved IP address. This may help you keep track of which computers are
assigned this way. Example: Game Server.

IP Address. The LAN address that you want to reserve.

MAC Address. To input the MAC address of your system, enter it manually or connect to the router 6 s -Maaadgement interface from the system
andclicktheCopy Your PCb6s bdtlo@ Addr ess

A MAC address is usually located on a sticker on the bottom of a network device. The MAC address is comprised of twelve digits. Each pair of
hexadecimal digits are usually separated by dashes or colons such as 00-0D-88-11-22-33 or 00:0D:88:11:22:33. If your network device is a
computer and the network card is already located inside the computer, you can connect to the router from the computer and click the Copy Your
PCbds MAC Adttdrirteesiter the MAC address.

(continued)
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As an alternative, you can locate a MAC address in a specific ADD DHCP RESERVATION

operating system by following the steps below:
T Windows 98/ Windows Me. SGa to the cofﬂaﬁ'ﬁt‘r 0s

menu, select Run, type in winipcfg, and hit Enter. A Computer Name: | | << [ Computer Name [w]
popup window will be displayed. Select the appropriate IP Address: |0.0.0.0

adapter from the pull-down menu and you will see the : I =
Adapter Address. This is the MAC address of the device. G U

1 Windows 2000/Windows XP/Windows 7. Go to the

comput er 6 s uStsdectt Prognans, select m
Accessories, and select Command Prompt. At the

command prompt, type in ipconfig /all and hit Enter.
The physical address displayed for the adapter connecting to the router is the MAC address.

T Mac OS X. Go t o t hMenu selecpSystenr Phefererces) delect Network, and select the Ethernet Adapter connecting
to the router. Select the Ethernet button and the Ethernet ID will be listed. This is the same as the MAC.

Save/Update. Record the changes you have made.
Clear. Re-initialize this area of the screen, discarding any changes you have made.

When you are done editing the settings, you must click the Save Settings button at the top of the page to make the changes effective and
permanent.

Exampl e: A DHCP reservation is used for making sure the r oaytyeurhavead ways gi
Wi-Fi printer that you want to access via the Internet. You can connect to the CradlePoint Router from the Wi-Fi printer designated in this section

1. Enter a designated IP address somewhere between the Starting IP and Ending IP addresses.

2. ClicktheCopy Your PCoOs hMmdCanAtdedBEISL®& will detect the MAC address of the device and enter it automatically.
3. The printer name can be entered in for reference but is not required.

4. Click the Save Settings button at the top of the page.

The IP address will now only be assigned to the designated Wi-Fi printer and it will always receive the same IP address as long as it uses the
same wireless adapter.

Default: No static DHCP clients.

NOTE: I f you replace the wireless adapter in a computer t{AGAddresslsuttonsi ng St
again because every wireless adapter has a unique MAC address. The same goes for any network device. If you replace a network device such
as a print server, you will need to input the MAC address of the new print server into the Static DHCP configuration.
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4.3.4 DHCP Reservation List

The section shows the current DHCP Reservation List.
Certain required routes are predefined and cannot be
changed. Routes that you add can be changed by Enable Computer Name MAC Address IP Address Edit Delete
clicking the Edit icon or can be deleted by clicking the
Delete icon. When you click the Edit icon, the item is highlighted, and the DHCP Reservation List section is activated for editing. Click the
Enable check box at the left to directly activate or de-activate the entry.

DHCP RESERVATIONS LIST

After youbve completed all mo d i f iSavae Beattimaessbuttonrat tlikdop ef tthe pagestq sawe gour clmngest The | i ¢ k
router must reboot before new settings will take effect. You will be prompted to Reboot the Device or Continue. If you need to make additional
settings changes, click Continue. If you are finished with all configuration settings, click the Reboot the Device button.

Default: empty list.
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4.4 Network

Use the Basic Network sub-menu to establish the local IP
address for the router. These are the settings of the LAN
(Local Area Network) interface fortherout er . The
local network (LAN) settings are configured based on the
IP Address and Subnet Mask assigned in this sub-menu.
The IP address is also used to access this Web-based
management Interface. It is recommended that you use
the default settings if you do not have an existing
network.

4.4.1 Router Settings.

Router IP Address. The IP address of your router on the
local area network. Your local area network settings are
based on the address assigned here. For example,
192.168.0.1

Subnet Mask. The subnet mask of your router on the
local area network.

Local Domain Name. This entry is optional. Enter a
domain name for the local network. LAN computers will
assume this domain name when they get an address
from the routerdéds built ifih
you enter mynetwork.net here, and you have a LAN
side laptop with a name of chris, that laptop will be
known as chris.mynetwork.net. NOTE: the entered
domain name can be overridden by the one obtained
from the routerds upstream

NETWORK SETTINGS

Use this section to configure the internal network settings of your router, The IP Address that is configured
here is the IP Address that you use to access the Web-based management interface. If yvou change the IP
Address here, vou may need to adjust vour PC's network settings to access the network again.

r-o e
ROUTER SETTINGS

Use this section to configure the internal network settings of your router. The IP Address that
is configured here is the IP Address that you use to access the Web-based management
interface. If you change the IP Address here, you may need to adjust your PC's network
settings to access the network again.

Router IP Address: |132.163.0.1
Subnet Mask: |255.255.255.0
Local Domain Name: v f(optional}

Enable DNS Relay:

Fills CROBTING TEFORMASTION PEOTCCOL)

Use this section to configure RIP for automatic management of routes.

O

Enable RIP:

HCP ser\ver

Enable DNS Relay. When DNS Relay is enabled, the router plays the role of a DNS server. DNS requests sent to the router are forwarded to the
| S PONS server. This provides a constant DNS address that LAN computers can use, even when the router obtains a different DNS server
address from the ISP upon re-establishing the WAN connection. You should disable DNS relay if you implement a LAN-side DNS server as a

virtual server.

(continued)
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4.4.2 RIP (Router Information Protocol).
RIP is used to broadcast routing information among routers.

Enable RIP. Enable RIP if required by the ISP, if the LAN has
multiple routers, or if the LAN has auto-IP devices. NOTE: RIP Operatingmode: (O yv1 ) v2 Broadcast &) v2 Mulkicast
When you select the Enable RIP check box, these additional |
features appear:

RIP Operating Mode. The MBR1200 router supports both
version 2 and version 1 of the RIP specification. Accept WAN updates: [ |

RIP {ROUTING INFORMATION PROTOCOL)

Use this section to configure RIP for automatic management of routes.

Enable RIP:

Router Metric |1

Act as default router:

1 V1. Use if none of the routers supports Version 2. RIP Password:

1 V2 Broadcast. Use if some routers are capable of
Version 2, but some are only capable of Version 1.

1 V2 Multicast. Use if this is the only router on the
LAN or if all the routers support Version 2.

Router Metric. The additional cost of routing a packet through this router. The normal value for a simple network is 1. This metric is added to
routes learned from other routers; it is not added to static or system routes.

Act as Default Router. Make this router the preferred destination for packets that are not otherwise destined.

Confirm RIP Password:

Accept WAN Updates. For security, disable this option unless required by the ISP.

RIP Password. RIP Version 2 supports the use of a password to limit access to routers through the RIP protocol. If the ISP or other LAN router
requires a RIP password, enter the password here.
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4.5 WAN Configuration - _ _ _
Use this section to configure your Wired and Celluar Modem WAN Connection type. There are several wired
Use the WAN Configuration sub-menu to configure the network settings for WAN connection types to choose from: Static IP, DHCP, PPPoE, PPTP, and LZTP. If you are unsure of your
. connection method, please contact your Internet Service Provider.
the Wired and Cellular Modem WAN.

Mote : If using the PPPoE option, you will need to remove or disable any PPPoE dient software on your
computers,

Save Settings Don't Save Settings

4.5.1 Cellular Modem PPP Authentication (optional).

Enter your Cellular Service Provider information in these three fields only if
directed by your Cellular Service Provider.

Modem Interface. Modem interface is the physical port the modem is CELLULAR MODEM PPP AUTHENTICATION (OPTIONAL)
connected to. Select the appropriate port to change its settings.

Enter the information provided by your Cellular Service Provider.
Username. If required by your ISP, enter the username provided to you by

. A Mote: Fill in the following information OMLY if directed to by your Cellular Service Provider,
your ISP. If not required by your ISP, leave this field blank.

. . od rface: d
Password. If required by your ISP, enter the password provided to you by Modem Interface : |ExpressCard [x ]

your ISP. If not required by your ISP, leave this field blank. Username:
. ssword :
Verify Password. Re-enter the password. e
Verify Password :
4.5.2 Wired WAN Connection Type. Authentication Protocol: [Auto [as]

There are several connection types to choose from: Static IP, DHCP, PPPoE,
PPTP, L2TP. If you are unsure of your connection method, please contact WIRED WAN CONNECTION TYPE
your Internet Service Provider. Note: If using the PPPoE option, you will need
to ensure that any PPPoE client software on your computers is removed or | Choose the mode to be used by the router to connect to the Internet.

disabled. Your Internet Connection could not be detected, please select your Internet Service Provider
X i . . . (15P) from the list below. If your ISP is not listed; select the "Not Listed or Don't Know"™ option
Internet Service Provider. The MBR1200 will automatically determine your to manually configure your connection.

ISP. If it is not able to detect your ISP, choose your ISP from the drop down
menu. If your ISP is not listed,choose Not Li sted or Dondt

Internet Connection. If you select No t Listed 0 roptimo usedthe K Hysupgnternet Service Provider was not listed or you don't know who it is, please select the
X . . Internet connection type below:

Internet _Connection drop down menu to identify the type of Internet

Connection you have. Internet Connection : |Dynamic IP (DHCP) El

K wtqa'nw Service Provider: | Mot Listed or Don't Know El

(continued)
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You will not need to complete this section unless your ISP requires
you to.

Use this Internet connection type if your Internet Service Provider (ISP} didn't provide you
with IP Address information and/or a username and password.

Host Name. Enter the host name provided to you by your ISP. Host Ha
me:
Use Unicasting. Select the check box if advised to so by your ISP.

_ Use Unicasting : {compatibility for some DHCP Servers)
MTU. Enter the MTU provided to you by your ISP (default: 1500).

] ) MTU: 1500 {bytes) MTU default = 1500
MAC Address. To input the MAC address of your system, enter it
manually or connect to the MBR12006 s  Warmgement interface MAC Address:  00:00:00:00:00:00
from the system and click the Cl one Your PC6s MAC Address

button.

4.5.4 DNS Settings

Use the WAN Configuration sub-menu to configure the network

settings for the Wired and Cellular Modem WAN (the first connected DNS settings are automaticlgllv “"ﬁ’.;"’eﬂv when your mlllmection is :jtahalb;lisl:ed with the ISP.
ISP DNS server setting can be overriden entering in the DNS IP address below. Howewver,
cellular handset or mOdem)' Advanced: Web Filter will override all settings made here, as well as the ones provided during

DNS Address. Select the Get Automatically from ISP/Cellular connection.
Provider radio button to acquire a DNS Address automatically from
our ISP/Cellular Provider or select the Use the Following DNS

DNS Address: @ Get Automatically from ISP/Cellular Provider

Servers radio button to specify DNS Servers. NOTE: You would © Use the following DNS Servers
specify DNS Servers if you want Wi-Fi clients to access DNS Primary DNS Server: [0.0.0.0
servers that you use for customized addressing or if you have a Secondary DNS Server :

local DNS server on your network.

Primary DNS Server. If you choose to use specify your DNS
Servers, then enter the IP address of the server you want as your Primary DNS Server in this field.

Secondary DNS Server. If you choose to use specify your DNS Servers, then enter the IP address of the server you want as your Secondary
DNS Server in this field.
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4.6 Wireless (WI-FI)

Use the Wireless (Wi-Fi) sub-menu configure the wireless settings for the
MBR1200. NOTE: changes made in this section may also need to be
duplicated on wireless clients that you want to connect to your wireless
network. Add Wireless Devices with WPS (WI-FI Protected Setup) Wizard

Add Wireless Device with WPS. This Wizard helps you add wireless
devices to the wireless network using the Wi-Fi Protected Setup protocol.

The wizard will prompt you to enter the PIN for the device, or ask you to
press the Configuration button on the device. If the device supports Wi-Fi
Protected Setup and has a configuration button, you can add it to the
network by pressing the Configuration button on the device and then the
WPS button on the router within 60 seconds. The WPS status LED on the
router will flash three times if the device has been successfully added to the
network.

There are several ways to add a wireless device to your network. Access to

the wireless network is controlled
devices onto the wireless network if you have entered the PIN, or pressed a

Wi-Fi Protected Setup button on the device. The router acts as a registrar

for the network, although other devices may act as a registrar as well.

4.6.1 Wireless (WI-FI) Network Settings

Enable Wireless Radio. (Default: Enabled). When checked, wireless
connectivity is enabled.

Wireless Network Name. (Default: visible). The SSID name for the router.

Def aul t A MBER 1L 2hCer e ixXXxXxo i s t he
MBR12006 s MAC addr ess. The oAJDN thedprdoduets
label of the MBR1200.

(continued)
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WIRELESS (WI-FI)

Use this zection to configure the wireless (Wi-Fi) settings for your router. Please note that changes made on
this section may also need to be duplicated on your Wireless Client.

Save Settings Don't Save Settings

ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUP) WIZARD

This wizard is designed to assist you in connecting your wireless device to your wireless router.
1t will guide you through step-by-step instructions on how to get your wireless device
connected. Click the button below to begin.

Add Wireless Device with WPS

WIRELESS (WI-FI) NETWORK SETTINGS

Enable l.l'lgrelas Radio :

by Vﬁrealasugtﬁnr?ngnhes Eﬂapr.u%n-gaz' onl

A{Also Eallnsd ige !SSIE) L

802.11 Mode : |Mixed 802,11n, 802.11gand 802.11b El
Enable Auto Channel Scan :
Wireless Channel: |2.437GHz-CHGB
Transmission Rate : | Best (automatic) El (Mbitys)
Channel Width: |20 MHz [=]

Visibility Status: @ vyigble ) Invisible

WIRELESS (WI-FI) SECURITY MOD«t

To protect your privacy you can configure wireless security features. This device supports
three wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the
original wireless encryption standard. WPA provides a higher level of security. WPA-Personal
does not require an authentication server. The WPA-Enterprise option requires an external
RADIUS server.

Security Mode :

MNone E|
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. - WIRELESS (WI-FI) NETWORK SETTINGS
302.11 Mode. (Default [Mixed 80211 bigil). Select Wi-Fi

gggrﬂg? mode (802.11b/g/n, 802.11b/g, 802.11n, 802.11b, Enable Wireless Radio -
. Wireless Network Name : MBR1200-232 Also called the 55ID
Enable Auto Channel Scan. When the power is first turned on, reless reame _ < (Also called the SSID)
the MBR1200 will check the available wireless bands for the least- 802.11 Mode : |Mixed 802. 11n, 802. 11g and 802.11b v |
used channel. Enable Auto Channel Scan :
Wireless Channel. (Default: randomly selected among channels Wireless Channel: |2.437GHz-CH&
appropriate for 802.11 setting). Channel to transmit and receive. Transmission Rate: | Best (automatic) || (Mbit/s)
Channels 1 through 11 are available for 802.11 b/g/n in the U.S. _
- L. L Channel Width: | 20 MHz E|
Check if you employ channel planning in your building. - -
Visibility Status: @ vigible ) Invisi
Transmission Rate. (Default: Best). By default the fastest tsibility Status: @ Visble [ Invisible

possible transmission rate will be selected. You have the option of
selecting the speed if necessary. Channel rates are doubled for MCS when Channel Width is set to 40 MHz.

Channel Width. The Auto 20/40 MHz option is usually best. The other options are available for special circumstances.

Visibility Status. Whether or not the SSID will be visible on the LAN. The Invisible option allows you to hide your wireless network. When this
option is set to Visible, your wireless network name is broadcast to anyone within the range of your signal. If you're not using encryption then they
could connect to your network. When Invisible mode is enabled, you must enter the Wireless Network Name (SSID) on the client manually to
connect to the network.

452 Wirclss (W) Securiy Mode

Unless one of these encryption modes is selected, wireless

feci ; ; To protect your privacy you can configure wireless security features. This device supports
Fransmlssmns '[('..) and from your erele.ss network can be easily three wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the
intercepted and interpreted by unauthorized users. original wireless encryption standard. WPA provides a higher level of security. WPA-Personal

Security Mode. (Default:WPA-Personal). The MBR1200 supports g:%slﬂgt;;ﬁléi:e an authentication server. The WPA-Enterprise option requires an external
three wireless security modes including: WEP, WPA-Personal, )

and WPA-Enterprise. WEP is the original wireless encryption Security Mode: | WPA-Personal ||

standard, and is not considered as secure as WPA. WEP should
only be used if encryption is needed, but WPA encryption is not
supported by your client devices.

WPA provides a higher level of security, and is the recommended security setting for most users. WPA-Personal does not require an
authentication server. The WPA-Enterprise option requires an external RADIUS server for authentication.

(continued)
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4.6.3 WEP

A method of encrypting data for wireless communication intended to provide
the same level of privacy as a wired network. WEP is not as secure as WPA
encryption. To gain access to a WEP network, you must know the key.

WEP Key Length. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of
encryption determines the key length. 128-bit encryption requires a longer key
than 64- bit encryption. Keys are defined by entering in a string in HEX
(hexadecimal - using characters 0-9, A-F) or ASCII (American Standard Code
for Information Interchange - alphanumeric characters) format. ASCII format
is provided so you can enter a string that is easier to remember. The ASCII
string is converted to HEX for use over the network.

WEP Key 1, 2, 3 and 4. Four keys can be defined so that you can change
keys easily.

Default WEP Key. A default key is selected for use on the network.

Authentication. Open Key authentication involves supplying the correct SSID
to connect to the Access Point, with no key authentication performed. Shared
Key authentication involves the Access Point sending the client device a
challenge text packet that the client must then encrypt with the correct WEP
key and return to the Access Point. If the client has the wrong key or no key,
authentication fails and client will not connect to the Access Point.

Example:

1 64-bit hexadecimal keys are exactly 10 characters in length.
(12345678FA is a valid string of 10 characters for 64-bit encryption.)

I 128-bit hexadecimal keys are exactly 26 characters in length.
(12345678902551234567890255 is a valid string of 26 characters for
128-bit encryption.)

1
1

WIRELESS (WI-FI) SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports
three wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the
original wireless encryption standard. WPA provides a higher level of security. WPA-Personal
does not require an authentication server. The WPA-Enterprise option requires an external
RADIUS server.

Security Mode: |WEP [=]

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the router and the
wireless stations. For 64 bit keys you must enter 10 hex digits into each key box. For 128 bit keys you must
enter 26 hex digits into each key box. A hex digit is either a number from 0 to 3 or a letter from A to F. For the
most secure use of WEF set the authentication type to "Shared Key™ when WEP is enabled.

You may also enter any text string into a WEP key box, in which case it will be converted into a hexadedmal
key using the ASCII values of the characters. A maximum of 5 text characters can be entered for 64 bit keys,
and a maximum of 13 characters for 128 bit keys.

If you choose the WEP security option this device will ONLY operate in Legacy Wireless mode
(802.11B/G). This means you will MOT get 11N performance due to the fact that WEP iz not supported by
Draft 11N specification.

WEP Key Length : | 128 bit (26 hex digits) E| (length applies to all keys)

WEP Key 1: 12345678902551234567890255

WEP Key 2:  12345678902551234567890255

WEP Key 3:  12345678902551234567890255

WEP Key 4:  1234567830255123456 7890255
Default WEP Key: |WEP Key 1[=]
Authentication: |Open [=]

64-bit ASCII keys are up to 5 characters in length (DMODE is a valid string of 5 characters for 64-bit encryption.)
128-bit ASCII keys are up to 13 characters in length (2002HALOSWINL1 is a valid string of 13 characters for 128-bit encryption.)

NOTE: if you enter fewer characters in the WEP key than required, the remainder of the key is automatically padded with zeros.

PLEASE VISIT HTTP:/KNOWLEDGEBASE.CRADLEPOINT.COM/ FOR MORE HELP AND RESOURCES
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4.6.4 WPA (Personal)

WPA-Personal is one variant of Wi-Fi Protected Access (WPA)
T security standards published by the Wi-Fi Alliance. The WPA
Mode further refines the variant that the router should employ.
The WPA-Personal option uses Wi-Fi Protected Access with a
Pre-Shared Key (PSK).

WPA Mode. WPA is the older standard; select this option if the
clients that will be used with the router only support the older
standard. WPAZ2 is the newer implementation of the stronger
IEEE 802.11i security standard. With the WPA2 option, the
router tries WPAZ2 first, but falls back to WPA if the client only
supports WPA. With the WPA2 Only option, the router
associates only with clients that also support WPA2 security.

Cipher Type. The encryption algorithm used to secure the data
communication. TKIP (Temporal Key Integrity Protocol)
provides per-packet key generation and is based on WEP. AES
(Advanced Encryption Standard) is a very secure block based
encryption. With the TKIP and AES option, the router
negotiates the cipher type with the client, and uses AES when
available.

Group Key Update Interval. The amount of time before the
group key used for broadcast and multicast data is changed.

Pre-Shared Key. The key is entered as a pass-phrase of up to
63 alphanumeric characters in ASCII (American Standard Code
for Information Interchange) format at both ends of the wireless

To protect your privacy you can configure wireless security features. This device supports
three wireless security modes, including WEF, WPA-Personal, and WPA-Enterprise. WEP is the
original wireless encryption standard. WPA provides a higher level of security. WPA-Personal
does not reguire an authentication server. The WPA-Enterprise option requires an external
RADIUS server.

Security Mode: | Eaa e« |

WPA requires stations to use high grade encryption and authentication. For legacy compatibility, use WPA or
WPAZ2 mode. This mode uses WPA for legacy dients while maintaining higher security with stations that are
WPAZ capable, The strongest cipher that the dient supports will be used. For best security, use WPAZ Only
made. In this mode, legacy stations are not allowed access with WPA security. The AES cipher will be used
across the wireless netwaork to ensure best security.

WPA Mode: |Auto (WPA or WPAZ) [«
Cipher Type: |TKIF and AES El

Group Key Update Interval: 3800 (seconds)

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of ample length and
should not be a commonly known phrase.

Pre-Shared Key : 12345579

connection. It cannot be shorter than eight characters, although for proper security it needs to be of ample length and should not be a commonly
known phrase. This phrase is used to generate session keys that are unique for each wireless client.

NOTE: Be sure to write down the Pre-Shared Key and keep it in a safe place.

PLEASE VISIT HTTP:/KNOWLEDGEBASE.CRADLEPOINT.COM/ FOR MORE HELP AND RESOURCES
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4.6.5 WPA (Enterprise)

The WPA-Enterprise is one variant of Wi-Fi Protected Access (WPA) i security
standards published by the Wi-Fi Alliance. The WPA Mode further refines the
variant that the router should employ.

The WPA-Enterprise option works with a RADIUS Server to authenticate
wireless clients. Wireless clients should have established the necessary
credentials before attempting to authenticate to the Server through this
Gateway. Furthermore, it may be necessary to configure the RADIUS Server to
allow this gateway to authenticate users.

WPA Mode. WPA is the older standard; select this option if the clients that will
be used with the router only support the older standard. WPA2 is the newer
implementation of the stronger IEEE 802.11i security standard. With the WPA2
option, the router tries WPA2 first, but falls back to WPA if the client only
supports WPA. With the WPA2 Only option, the router associates only with
clients that also support WPA2 security.

Cipher Type. The encryption algorithm used to secure the data communication.
TKIP (Temporal Key Integrity Protocol) provides per-packet key generation and
is based on WEP. AES (Advanced Encryption Standard) is a very secure block
based encryption. With the TKIP _and AES option, the router negotiates the
cipher type with the client, and uses AES when available.

Group Key Update Interval. The amount of time before the group key used for
broadcast and multicast data is changed.

4.6.6 EAD (802.1X)

Authentication Timeout. Amount of time before a client will be required to re-
authenticate.

RADIUS Server IP Address. The IP address of the authentication server.

RADIUS Server Port. The port number used to connect to the authentication
server.

(continued)
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WIRELESS (WI-FI) SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports
three wireless security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the
original wireless encryption standard. WPA provides a higher level of security. WPA-Personal
does not require an authentication server. The WPA-Enterprise option reguires an external
RADIUS server.

Security Mode : | WPA-Enterprise [« |

WPA reguires stations to use high grade encryption and authentication. For legacy compatibility, use WPA or
WPAZ2 mode, This mode uses WPA for legacy clients while maintaining higher security with stations that are
WPAZ capable. The strongest dpher that the dient supports will be used. For best security, use WPA2 Only
made, In this mode, legacy stations are not allowed access with WPA security, The AES dpher will be used
across the wireless network to ensure best security.

WPA Mode: |Auto (WPA or WPAZ) [+
Cipher Type : | TKIF and AES El
Group Key Update Interval: 3800 (seconds)

EAP (802.1X)

When WPA enterprise is enabled, the router uses EAP (802.1x) to authenticate clients via a
remote RADIUS server.

Authentication Timeout: &0 (minutes)

RADIUS server IP Address: 0.0.0.0

RADIUS server Port:

RADIUS server Shared
Secret:

MAC Address Authentication :

1812

radius_shared

Advanced ==
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RADIUS Server Shared Secret. A pass-phrase that must match with the authentication server.

MAC Address Authentication. If this check box is selected, the user must connect from the same computer whenever logging into the wireless
network.

Clicking on the <<Advanced button displays additional EAP (802.1X)
menu features.

Optional Backup RADIUS Server. This option enables When WPA enterprise is enabled, the router uses EAP (802.1x) to authenticate clients via a
configuration of an optional second RADIUS server. A remote RADIUS server.

second RADIUS server can be used as backup for the
primary RADIUS server. The second RADIUS server is Authentication Timeout: €0 (minutes)
consulted only when the primary server is not available RADIUS server IP Address: 0.0.0.0

or not responding.

The fields for Second RADIUS Server IP_Address,
RADIUS Server Port, Second RADIUS server Shared
Secret, and Second MAC Address Authentication
provide the corresponding parameters for the second MAC Address Authentication :
RADIUS Server.

Second MAC Address Authentication. If this check
box is selected, the user must connect from the same
computer whenever logging into the wireless network.

NOTE: Be sure to write down the Radius server Shared Second RADIUS ﬁ"'l“e" P 0.0.0.0
Secret and keep it in a safe place. ress:
Second RADIUS server Port: 1512
Second RADIUS server
Shared Secret :

Second MAC Address
Authentication :

RADIUS server Port: 1312

RADIUS server Shared
Secret:

radius_shared

<« Advanced

Optional backup RADIUS server :

radius_shared
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5 ADVANCED TAB

The Advanced tab provides access to the 16 sub-menus for administering the following functions/tasks:

=A== -8-8-8_9_9_9_4_5_°5_45_°9.-1-°

© 2010 CRADLEPOINT, INC.

Access Control
Failover/Load Balance
Firewall

Gaming

Inbound Filter

Mac Address Filter
Network

Routing

Special Applications
Traffic Shaping

Virtual Server

Web Filter

Wireless (WI-FI)
WI-FI Protected Setup
WISH

Eradlepuint

TECHNOQLOGY

BASIC ADVANCED MODEM TOOLS STATUS
Advanced

ACCESS CONTROL ACCESS CONTROL

FAILOVER/LOAD The Access Control option allows you to control access in and out of your netwerk, Use this feature as Access
BALANCE Controls to only grant access to approved sites, limit web access based on time or dates, and/or block internet

access for applications like P2P utilities or games.
FIREWALL

GAMING Save Settings Don't Save Settings

INBOUND FILTER

MAC ADDRESS FILTER ACCESS CONTROL

HETWORK

Enable Access Control: [

ROUTING

SPECIAL APPLICATIONS Aulel Policy

TRAFFIC SHAPING

VIRTUAL SERVER

WEB FILTER

WIRELESS (WI-FI)

WI-FI PROTECTED SETUP

WISH

e

—_
Copyright © 2009 CradlePoint Technology Inc. All rights reserved. Wl plpe_
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5.1 Access Control

Use the Access Control sub-menu you to control access in and out
of your network. Use this feature as Parental Controls to only grant
access to approved sites, limit web access based on time or dates,
and/or block access from applications like P2P utilities or games.

By default, the Access Control feature is disabled. If you enable
Access Control, every device on the LAN must either have a static
IP address (that is one that is not in the DHCP range) or must be in
the Static DHCP Client List (see Basic Y _DHCP sub-menu.

When Access Control is disabled, every device on the WLAN is
permitted to access the Internet. However, if you enable Access
Control, every device on the WLAN that needs to access the
Internet must have an Access Control rule that explicitly permits it to
access the Internet. Devices that do not have an Access Control
Rule cannot access the Internet.

5.1.1 Access Control

The Policy Wizard guides you through the steps of defining each
access control policy. A policy is the "Who, What, When, and How"
of access control -- whose computer will be affected by the control,
what internet addresses are controlled, when will the control be in
effect, and how is the control implemented. You can define multiple
policies. The Policy Wizard starts when you click the button below
and also when you edit an existing policy.

Enable Access Control. Click the Enable Access Control button
to display the Add New Policy wizard.

5.1.2 Add New Policy

Step 1. Choose Policy Name. Create a name for this access
control policy that is meaningful to you. Typically this would be a
system name or user name suchas R o b &G.

(continued)

© 2010 CRADLEPOINT, INC.
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ACCESS CONTROL

The Access Control option aliows you to control access in and out of your network. Use this feature as Access
Controls to only grant access to approved sites, limit web access based on time or dates, and/or block internet
access for applications like P2P utilities or games.

Save Settings Don't Save Settings

ACCESS CONTROL

Enable Access Control: [ |

ADD NEW POLICY

|E

This wizard will guide you through the following steps to add a new policy for Access Control.

Step 1 - Choose & unique name for your policy

Step 2 - Select a schedule

Step 3 - Select the machine to which this policy applies
Step 4 - Select filtering method

Step § - Select filters

Step 6 - Configure Web Access Logging

o I corce

STEP 1: CHOOSE POLICY NAME

Choose a unique name for your policy.

Policy Name: 'C}adlePoint

 Prev [l Wext I Cance |
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Step 2: Select Schedule. From the drop down menu, elect a
schedule of times when you want the policy to apply: Always, Never,
Define a New Schedule or a schedule that
defined. If you do not see the schedule you need in the list of
schedules, go to the Tools Y Schedules sub-menu and create a
new schedule.

Step 3: Select Machine. Select the machine to which this policy

applies by clicking a radio button: |P, MAC or Other Machines.

Depending on which radio button
local network IP address or MAC address of the machine that you

want the access control rule to apply to. Click OK.

Example: 192.168.0.50. Make sure that this is a static IP address or
the system is in the static DHCP Client list (See the Basic Y DHCP
sub-menu).

Step 4: Select Filtering Method.

1 Log Web Access Only. No filters will be applied, but web
access will be logged.

91 Block All Access. All access to the web will be blocked.

1 Block Some Access. With this option enabled some access
will be blocked. If the Apply Web Filter box is checked the
specified system will only have access to the Web sites listed
in the Advanced Y _Web Filter sub-menu.

(continued)
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STEP 2: SELECT SCHEDULE

Choose a schedule to apply to this policy.
youobve previously
Aluzys [v]
Details : ;Alf}x'ays 7
=2 =3
youbve selected, enter either the

STEP 3: SELECT MACHINE

Select the machine to which this policy applies.

Specify a machine with its IP or MAC address, or select "Other Machines” for machines that do not have a
policy.

Address Type : ®1wr Owmac O other Machines

IP Address : 7 BT iComputer Name l_g]

| << | Compute

Machine Address : ‘

o o

STEP 4: SELECT FILTERING METHOD

Select the method for filtering.

Method: O Logweb Access Only O Block All Access ® Block Some Access

O

[rree [ vcre [l conel |

Apply Web Filter :
Apply Advanced Port Filters :
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Step 5: Port Filter. By clicking the Apply Advanced Port Filter button you can
specify that the rule enables access only to specific IP addresses and ports.

Step 6: Configure Web Access Logging. If this option is enabled, all of the
Web sites visited by the specified machine will be logged.

(continued)

STEP 5: PORT FILTER

Add Port Filters Rules.

Specify rules to prohibit access to specific IP addresses and ports,

Enable Name Dest IP Dest IP Protocol Dest

Start End Port
Skart

0 | | 0000 | | |

0 | o000 | | 55 | [any el 0 1 |

O | | o000 | |255.255.255.255 | [amy [ o

O | | jpooa | [z55.255.255.255 | [any [ne] [0

0| - 0000 | |

O | | 0000 | |

0| - 0000 | |

o | | 0000 | [255.255.255.255 | [any ] [0

[rrer e R concer

STEP 6: CONFIGURE WEB ACCESS LOGGING

Web Access Logging: &) Disabled
O Enabled

[rrev [ sove [ concr

The new settings have been applied.

Press the button below to continue configuring the router if the previous page doesn't restore in 4 seconds.
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5.1.3 Policy Table

This section shows the current Access Control rules. Click

the Enable check box at the left to directly activate or de- Enable  Policy  Machine Filtering Logged Schedule Edit Delete
activate the entry. An entry can be changed by clicking the
Edit icon or can be deleted by clicking the Delete Policy Table section icon. When you click the Edit icon, the item is highlighted, and the Policy
Table section is activated for editing.

POLICY TABLE

After youbve completed all mo di f i c aSave&ettshgsobuttordae theetdp iofahe page ty save youmuchkanges The c k  t h e
router must reboot before new settings will take effect. You will be prompted to Reboot the Device or Continue. If you need to make additional
settings changes, click Continue. If you are finished with all configuration settings, click the Reboot the Device button.
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FAILOVER / LOAD BALANCING

5 . 2 Fa-l I over/Load Balance Configure the priority of the existing WAN interfaces.

The MBR1200 can establish an uplink via the ethernet WAN port or any modems
plugged into the USB, ExpressCard or CardBus ports. Although all of these devices

may be plugged in, only one of them establishes a link at a time unless load balancing
is enabled. If the WAN connection fails the router will automatically attempt to bring up a

new link on another device. This feature is called failover. You can also manually Enable :

disconnect and re-connect specific ports using icons in the Control column. The priority Timeout: 60 (seconds)

table can be saved permanently via the Save button. Priority changes take effect Enable Ping on Idle :

immediately even if they are not saved. Ping Target: 0.0.0.0 (uses default gateway if none specified)

Enable Failback: [C] (Use ethernet WAN exdusively, when available)

5.2.1 Ethernet WAN Failure Detection

WAN failure detection works by detecting the presence of traffic on the ethernet WAN

link. (Note that this only applies to the ethernet WAN link, not the modems.) If the link is Enable Ethernet Switch :
idle for too long the router will attempt to ping a target IP address. If the ping does not
reply, the router assumes the link is down and attempts to fail over to a modem.

Enable. This enables failure detection on the Ethernet link. Even when this is disabled,
unplugging the Ethernet cable at the WAN port will trigger failover to a modem.
Timeout. Enter in this field the length of time that the ping target may be unresponsive
before the MBR1200 will switch to the next failover connection.

Enabling this feature will allow any connected interface to share the connection load, and may increase

Enable Plng on |d|e When enabled the router W|” Send a plng after the ||nk |d|e reliability. However, only throughput is affected, not latency. Throughput is the amount of information per

second delivered over the WAN, while latency is how quickly a single unit of data is delivered from the source

Porta: [LAN [+]

timeout. If the ping gets a reply, the router will restart the idle timer, otherwise it will | tothedestination.
ilov . Load Balance Mode : |Disable load balance
failover to a modem =l
P|ng Targ et. The default p|ng target istherouter 0 s gat eway. Y diffarenm a ?nneg@nspe@a@alﬁnc{d bapween i@erfaces based on a dynamic measurement of bandwidth available.
peed is listed as default min : Current min, The default min value can be changed to reflect the minimum
IP address as a target here. bandwidth used during dynamic measurement, The dynamic measurement will assume that the interface has at

least the specified minimum bandwidth available. The default min values are per slot and will not follow an

Enable Failback. This enables the Ethernet WAN connection to be monitored for | interfacepluagedinto a different siot.
usability. If the connection is usable, other WAN connections are disconnected and the

Ethernet WAN connection is used exclusively.

(continued)

Slot Device Status Control Priority
® Tl
ExpressCard - -
CardBus - -
UsB1 Sierra Wireless USB 598 Ready
Usg2 - -
USB3 - -
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5.2.2 Ethernet WAN Switch Settings

Enable Ethernet Switch. This enables and disables the WAN Ethernet

switch. When the switch is disabled, wired Ethernet connections will Enable Ethernet Switch :
work.

Port 4: The user may convert port 4 from LAN to WAN, thus creating a
secondary WAN Ethernet port.

5.2.3 WAN Load Balancing

This feature allows you to increase the data transfer throughput by

aIIowing any connected interface to share the connection load. If load Enabling this feature will allow any connected interface to share the connection load, and may increase

ba|ancing is active, all Configurab|e services will be associated with the reliability. However, only throughput is affected, not latency. Throughput is the amount of information per
. . . . d delivered the WAN, while latency is how quick! ingle unit of data is delivered from th
primary interface: WAN 1. For example, if you have configured the router | & destnaton. e AEEY S SnaE R AT EATA I SEEred Tram The sadres

to accept connections on port 80 to be forwarded to a certain host, only
WAN 1 will be effected. If the primary interface is disconnected, primary
services will failover to the next available interface. Connections are load balanced between interfaces based on a dynamic measurement of bandwidth available.
Speed is listed as default min : current min. The default min value can be changed to reflect the minimum
bandwidth used during dynamic measurement. The dynamic measurement will assume that the interface has at

5.2.4 WAN Inte rfaces least the spedfied minimum bandwidth available. The default min values are per slot and will not follow an
interface plugged into a different slot.

Load Balance Mode: | Disable load balance [=]

This section allows you to:

1 Change the failover order of devices (aka interfaces)
f Monitor ther status

I Take the active link down slot Device Status Control Priority

T Bring alink up on another device

The device at the top of the list has the highest priority. This is the device | P ;
which the router will attempt to start when it boots up. If the link cannot CardBus ' i}
be brought up on this device, or if it fails after boot up, the router will | %% Sierra Wirsless LUSS 598 ey
attempt to bring the link up on the next available device. Whenever a link | “%* - -
fails on a device, the router will always move down to the next device | “*% . -

down in the list, and wrap around again to the top.
Slot. The slot is the physical port the modem or Ethernet cable is plugged into.
Device. This shows a description of the device.

Status. This is the link status of a device, which is one of the following:

1 Ready. This means the device is plugged in an available but not active. (continued)
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Establishing. This means the router is attempting to bring up the link over the device.

Established. This means the link is up and running on the device.

Suspended. This means the router will not attempt to bring up the link over the device until a timer expires. This only applies to
modems, which must conform to carrier specifications about how often they may attempt to connect to the network. The timeout
depends on how many previous connection attempts have failed in a row.

=A =4 =9

Control. The device which has an active link will show a circle-and-slash icon. If you click on this icon the router will bring the link down. It will not
automatically failover in this case. If you bring the link down, the modem will remain disconnected until you use the control to enable it again. The
router will not attempt to automatically connect to a modem that has been manually disconnected.

All other available devices will have a check mark icon. If you click on this icon the router will attempt to bring the link up over this device. If neces-
sary, it will first bring the active link down. Failover will proceed to the next device down on the list.

Priority. Click on the up-arrow and down-arrow icons to change the priority of the device.
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5.3 Firewall

Use the Firewall sub-menu to protect your network from the outside world. The MBR1200 provides
a tight firewall by virtue of the way NAT works. Unless you configure the router to the contrary, the

NAT does not respond to unsolicited incoming requests on any port, thereby making your LAN
invisible to public Internet view. However, some network applications cannot run with a tight mm_
firewall. Those applications need to selectively open ports in the firewall to function correctly. NI 425 e

The Frenal Setirgs alow you D Pt 3 BNGe CONDLIET O YO retaork QLS of the rOuter

FIREWALL SETTINGS

table Statefol Packet

) Adoress Reatrted

5.3.1 Firewall Settings

Enable SPI. SPI (Stateful Packet Inspection, also known as dynamic packet filtering) helps to el B .
prevent cyber attacks by tracking more state per session. It validates that the traffic passing

through the session conforms to the protocol. When SPI is enabled, the extra state information will

be reported on the Status Y_Active Sessions sub-menu.

48 Reatrcted

(nable port preservation:  [¥]
Whether SPI is enabled or not, the router always tracks TCP connection states and ensures that ‘
each TCP packet's flags are valid for the current state.
‘ Inable ants-spool checking: [

5.3.2 NAT Endpoint Filtering 1

The NAT Endpoint Filtering options control how the router 6s NAT manages i n
requests to ports that are already being used.

UDP Endpoint Filtering/TCP Endpoint Filtering. The UDP_Endpoint Filtering check box

r O yOur NETRONL outsde of e router, 1f
Sy fom et e rovier, hen you o

controls endpoint filtering for packets of the UDP protocol and the TCP Endpoint Filtering check tnatle 0z []
box controls endpoint filtering for packets of the TCP protocol. Select a NAT Endpoint Filtering | ONZ TP Address
option:

1 Endpoint Independent. Once a LAN-side application has created a connection
through a specific port, the NAT will forward any incoming connection requests with the

same port to the LAN-side application regardless of their origin. This is the least

restrictive option, giving the best connectivity and allowing some applications (P2P

toable: [

}

Lol

applications in particular) to behave almost as if they are directly connected to the i i
Internet. wises
1 Address Restricted. The NAT forwards incoming connection requests to a LAN-side P e L eyt gl (L Rer N mled
host only when they come from the same IP address with which a connection was ,._,,,‘.,.,.,,,:,',', B
established. This allows the remote application to send data back through a port s @
different from the one used when the outgoing session was created. (continued) WO W=

"Ms
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1 Port And Address Restricted. The NAT does not forward any incoming connection requests with the same port address as an

© 2010 CRADLEPOINT, INC.

already establish connection.

NOTE: Some of these options can interact with other port restrictions. Endpoint Independent Filtering takes priority over inbound filters or
schedules, so it is possible for an incoming session request related to an outgoing session to enter through a port in spite of an active inbound
filter on that port. However, packets will be rejected as expected when sent to blocked ports (whether blocked by schedule or by inbound filter) for
which there are no active sessions. Port and Address Restricted Filtering ensures that inbound filters and schedules work precisely, but prevents
some level of connectivity, and therefore might require the use of port triggers, virtual servers, or gaming to open the ports needed by the
application. Address Restricted Filtering gives a compromise position, which avoids problems when communicating with certain other types of
NAT router (symmetric NATs in particular) but leaves inbound filters and scheduled access working as expected.

5.3.3 NAT Port Preservation

Enable Port Preservation. (Default: enabled). NAT Port preservation
tries to ensure that, when a LAN host makes an Internet connection, the
same LAN port is also used as the Internet visible port. This ensures best
compatibility for internet communications. Under some circumstances it
may be desirable to turn off this feature.

5.3.4 Anti-Spoof Checking

Enable Anti-Spoof Checking. Enabling this option can provide protection
from certain kinds of ispoofingo
care. With some modems, the WAN connection may be lost when this
option is enabled. In that case, it may be necessary to change the LAN
subnet to something other than 192.168.0.x (192.168.2.x, for example), to
re-establish the WAN connection.

5.3.5 DMZ Host

Use the DMZ Host section when you want to expose a computer to the
outside world for certain types of applications. This option will expose the
chosen computer completely to the outside world. Only one machine can
be put in the DMZ. NOTE: In general, the DMZ host should be used only if
there are no other alternatives, because it is much more exposed to
attacks than any other system on the LAN. Thought should be given to
using other configurations instead: a virtual server, a gaming rule or a port
trigger. (continued)

PLEASE VISIT HTTP:/KNOWLEDGEBASE.CRADLEPOINT.COM/ FOR MORE HELP AND RESOURCES

NAT PORT PRESERVATION

Enable port preservation:

Enable anti-spoof checking: [ ]

DMZ HOST

The DMZ {Demilitarized Zone) option lets you set a single computer on your network outside of the router, If
you have a computer that cannot run Internet applications successfully from behind the router, then you can
place the computer into the DMZ for unrestricted Internet access.

Note: Putting a computer in the DMZ may expose that computer to a variety of security risks, Use of this
option is only recommended as a last resort,

Enable DMZ: [
DMZ IP Address :
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Enable DMZ. If an application has trouble working from behind the router, you can expose one computer to the Internet and run the application on
that computer. NOTE: Placing a computer in the DMZ may expose that computer to a variety of security risks. Use of this option is only
recommended as a last resort.

DMZ IP Address. Specify the IP address of the computer on the LAN that you want to have unrestricted Internet communication. If this computer
obtains its IP address automatically using DHCP, be sure to make a static reservation on the Basic Y DHCP sub-menu so that the IP address of
the DMZ machine does not change.

5.3.6 NON-UDP/TCP/ICMP LAN Sessions

When a LAN application that uses a protocol other than UDP, TCP, or ICMP
initiates a sessi on SNAT damteck lsuth aeseseiant
even though it does not recognize the protocol. This feature is useful Enable :
because it enables certain applications (most importantly a single VPN
connection to a remote host) without the need for an ALG.

NOTE: this feature does not apply to the DMZ host (if one is enabled). The

DMZ host always handles these kinds of sessions. APPLICATION LEVEL GATEWAY (ALG) CONFIGURATION

NON-UDP/TCP/ICMP LAN SESSIONS
C O U C O

Enable. (Default: enabled). Allows single VPN connections to a remote host. PPTP:
But, for multiple VPN connections, the appropriate VPN ALG must be used. IPSec (VPN) :
Disabling this option, however, only disables VPN if the appropriate VPN i
ALG is also disabled. '
Windows/MSN Messenger : (automatically disabled if UPnP is enabled)
5.3.7 Application Level Gateway (ALG) Configuration s
) o H.323 (NetMeeting) :
Here you can enable or disable ALGs. Some protocols and applications _—
require special handling of the IP payload to make them work with network PR T
address translation (NAT). Each ALG provides special handling for a specific sazRore
protocol or application. A number of ALGs for common applications are o

enabled by default.

PPTP. Allows multiple machines on the LAN to connect to their corporate networks using PPTP protocol. When the PPTP ALG is enabled, LAN
computers can establish PPTP VPN connections either with the same or with different VPN servers. When the PPTP ALG is disabled, the router
allows VPN operation in a restricted way -- LAN computers are typically able to establish VPN tunnels to different VPN Internet servers but not to
the same server. The advantage of disabling the PPTP ALG is to increase VPN performance. Enabling the PPTP ALG also allows incoming VPN
connections to a LAN side VPN server (referto Ad v anced YSewery t ual

IPSec (VPN). Allows multiple VPN clients to connect to their corporate networks using IPSec. Some VPN clients support traversal of IPSec
through NAT. This option may interfere with the operation of such VPN clients. If you are having trouble connecting with your corporate network,
try disabling this option. (continued)
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Check with the system administrator of your corporate network whether your VPN client supports NAT traversal.

Note that L2TP VPN connections typically use IPSec to secure the connection. To achieve multiple VPN pass-through in this case, the IPSec ALG
must be enabled.

RTSP. Allows applications that use Real Time Streaming Protocol to receive streaming media from the Internet. EVDO QuickTime and Real
Player are some of the common applications using this protocol.

Windows/MSN Messenger. Supports use on LAN computers of Microsoft Windows Messenger (the Internet messaging client that ships with
Micro-soft Windows) and MSN Messenger. The SIP ALG must also be enabled when the Windows Messenger ALG is enabled. Required if you
dondt h aenableddhat Frogram.

FTP. Allows FTP clients and servers to transfer data across NAT. Refer to the Advanced Y_Virtual Server sub-menu if you want to host an FTP
server.

H.323 (NetMeeting). Allows H.323 (specifically, Microsoft NetMeeting) clients to communicate across NAT. NOTE: You must set up a virtual
server for Net-Meeting. Refer to the Advanced Y Virtual Server sub-menu for information on how to set up a virtual server.

SIP. Allows devices and applications using VolP (Voice over IP) to communicate across NAT. Some VolP applications and devices have the
ability to discover NAT devices and work around them. This ALG may interfere with the operation of such devices. If you are having trouble
making VolP calls, try turning this ALG off.

Wake-On-LAN.Enabl es forwarding of fimagi c p ac kup paskets) ramhtte WAN t® a LASI poenpuiteadr dther f or mat t
device that is fAWake on LANO (WOL) capabl e.AdVaneed WWittualdServer sue-memw Ehe LADNle def i n
IP address for the virtual server is typically set to the broadcast address 192.168.0.255. The computer on the LAN whose MAC address is

contained in the magic packet will be awakened.

MMS. Allows Windows Media Player, using MMS protocol, to receive streaming media from the Internet.

After youdve completed all mo d i f iSave Sdttimgssbuttonrat thie dop ef tthe pagestq sawe gour cmangsst The | i ¢ k t h
router must reboot before new settings will take effect. You will be prompted to Reboot the Device or Continue. If you need to make additional
settings changes, click Continue. If you are finished with all configuration settings, click the Reboot the Device button.
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5.4 Gaming

Multiple connections are required by some applications, such as internet
games, video conferencing, Internet telephony, and others. These

A . . . i This option is used to open multiple ports or a range of ports in your router and redirect data through those
applications have difficulties working through NAT (Network Address ports to a single PC on your netwark. This feature allows you to enter ports in various formats including, Port

Translation). This section is used to open multiple ports or a range of ports | R&nges {100-150), Indwidual Ports (30, 68, 888), or Mixed (1020-5000, 632).

in your router and redirect data through those ports to a single PC on your
network. You can enter ports in various formats including, Port Ranges

(100-150), Individual Ports (80, 68, 888), or Mixed (1020-5000, 689).
Enable: [
Name: | | << | Application Name i“\_r]
IP Address: |0.0.0.0 | << | Computer Name i_gj
TCP Ports :
5.4.1 Add Gaming Rule UDP Ports :

Schedule: |Always ':fj
bl ¢ hether th b Inbound Filter: [ Allow All [w]
Enable. Specifies whether the entry will be active or inactive. m m

Use this section to add a Gaming Rule to the following list.

Name. Give the rule a name that is meaningful to you, for example Game
Server. You can also select from a list of popular games, and many of the

remaining configuration values will be filled in accordingly. However, you GAMING RULES

should check whether the port values have changed since this list was
created, and you must fill in the IP address field. Enable Name IPAddress TCPPorts UDPPorts Schedule InboundFilter Edit Delete

IP Address. Enter the local network IP address of the system hosting the
server, for example 192.168.0.50. You can select a computer from the list of DHCP clients in the Computer Name drop-down menu, or you can
manually enter the IP address of the server computer.

TCP Ports. Enter the TCP ports to open (for example 6159-6180, 99).
UDP Ports. Enter the UDP ports to open (for example 6159-6180, 99).

Schedule. Select a schedule for the times when this rule is in effect. If you do not see the schedule you need in the list of schedules, go to the
Tools Y_Schedules sub-menu and create a new schedule.

Inbound Filter. Select a filter that controls access as needed for this rule. If you do not see the filter you need in the list of filters, go to the
Advanced Y _Inbound Filter sub-menu and create a new filter.

Save/Update. Record the changes you have made. (continued)
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Clear. Re-initialize this area of the screen, discarding any changes you have made.

When you are done editing the settings, you must click the Save Settings button at the top of the page to make the changes effective and
permanent.

With the above example values filled in and this Gaming Rule enabled, all TCP and UDP traffic on ports 6159 through 6180 and port 99 is passed
through the router and redirected to the Internal Private IP Address of your Game Server at 192.168.0.50

NOTE: different LAN computers cannot be associated with Gaming rules that contain any ports in common. Such rules would contradict each
other.

5.4.2 Gaming Rules

This is a list of the defined Gaming Rules. Click the Enable check box at
the left to directly activate or de-activate the entry. An entry can be
changed by clicking the Edit icon or can be deleted by clicking the
Delete icon. When you click the Edit icon, the item is highlighted, and
the Gaming Rules section is activated for editing.

After youdve compl et e diong you musiclik theiSave Sdttimaessbuttonrat thikdolp ef the page to save your changes. The
router must reboot before new settings will take effect. You will be prompted to Reboot the Device or Continue. If you need to make additional
settings changes, click Continue. If you are finished with all configuration settings, click the Reboot the Device button.

Enable Name IP Address TCPPorts UDP Ports Schedule Inbound Filter Edit Delete
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5.5 Inbound Filters INBOUND FILTER

(Defauh: No ﬁ|ters)_ When you use the Virtual Server, Gaming, or Remote The Inbound Filter option is an advanced method of controling data received from the Internet. With this
Administration features to open Specific pOftS to traffic from the Internet, you feature you can configure inbound data filtering rules that control data based on an IP address range.
could be increasing the exposure of your LAN to cyberattacks from the Intermet. | Lo e o e e o e e o T e Aeimreet o et OF SYSIES:
In these cases, you can use Inbound Filters to limit that exposure by specifying

the IP addresses of internet hosts that you trust to access your LAN through the

ports that you have opened. You might, for example, only allow access to a
game server on your home LAN from the computers of friends whom you have
invited to play the games on that server.

ADD INBOUND FILTER RULE

|
|
o

Inbound Filters can be used for limiting access to a server on your network to a
system or group of systems. Filter rules can be used with Virtual Server, Gaming, E—
or Remote Administration features. Each filter can be used for several functions; Enable Remote IP Start Remote IP End

Action: |Deny El

for example a "Game Clan" filter might allow all of the members of a particular 0 0.0.0.0 255,255,255, 255
gaming group to play several different games for which gaming entries have &l 0.0.0.0 355,255, 255, 255
been created. At the same time an "Admin" filter might only allows systems from B 0.0.0.0 255 755 755 258
your office network to access the WAN admin pages and an FTP server you use H 0000 S5 755 255,255
at home. If you add an IP address to a filter, the change is effected in all of the - D'D'D'D 255'255'255'255
places where the filter is used. . E—
D 0.0.0.0 255, 255,255,255
5.5.1 Add Inbound Filter Rule - 0.0.0.0 295255255259
] 0.0.0.0 255.255.255.255

Name. Enter a name for the rule that is meaningful to you.

Action. The rule can be set to either ALLOW or DENY applicable messages. m
Defines the range of Internet addresses this rule applies to. Select the protocol

used for this rule.

Enable. Enables inbound filtering for the IP Range you specify.

Name Action Remote IP Range Edit Delete

Remote IP Start/Remote IP End. Define the ranges of Internet addresses this
rule applies to. For a single IP address, enter the same address in both the Start and End boxes. Up to eight ranges can be entered. The Enable
check box allows you to turn on or off specific entries in the list of ranges.

Save/Update. Record the changes you have made.

Clear. Re-initialize this area of the screen, discarding any changes you have made. When you are done editing the settings, you must click the
Save Settings button at the top of the page to make the changes effective and permanent.

(continued)
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5.5.2 Inbound Filter Rules List

This section lists the current Inbound Filter rules. Click the Enable
check box at the left to directly activate or de-activate the entry. An
entry can be changed by clicking the Edit icon or can be deleted by
clicking the Delete Inbound Filters Rule List section icon. When you
click the Edit icon, the item is highlighted, and the Inbound Filter Rules section is activated for editing.

After youdve compl et ed s Yyoumusiclitk theiSave Sdttimasbuttonrat thiedop ef the page to save your changes. The
router must reboot before new settings will take effect. You will be prompted to Reboot the Device or Continue. If you need to make additional
settings changes, click Continue. If you are finished with all configuration settings, click the Reboot the Device button.

5.5.3 Configuring an Inbound Filter Rule

When the Rule List is empty or none of the rules are enabled, all inbound data that corresponds to a connection that originated from inside the
router or which corresponds to a Virtual Server, Gaming, or Special Application Rule is ALLOWED by default. When rules are configured, the
router compares incoming data packets against the rules in the list. It is very important to understand that the router examines each rule one by
one in the order that they are listed in the Rule list until it finds a match. The packet will either be DENIED (Dropped) or ALLOWED. Once a match
has been made, no further rules will be examined for that packet. If no rules match the data packet, it is ALLOWED. This means that to allow only
a specific subset of traffic usually requires more than one rule to be entered.

Example: You have configured a game server, using the Advanced Y_Gaming sub-menu, to play HALO: Combat Evolved with some friends. You
would like to limit the access to your network and server to specific times of the day and only to your friends.

Next you would define a schedule on the Tools Y Schedule sub-menu, called Game time, which specifies a schedule of Friday and Saturday
between 7 PM and 11 PM. This example will assume all of your friends use the same service provider and have IP addresses 67.150.220.117,
67.150.231.43, and 67.150.231.75. You have an option of defining a set of rules to match each one of these addresses individually or you may
just decide that using an IP range that covers all of them is sufficient for your needs.

The first rule is to configure a DENY rule that will catch all of the traffic that arrives on these ports but does not match data from the sources you
want to have access to your network. It is important to enter the DENY rule first since all subsequent rules will be added higher in the list and will
be checked first. Notice that it covers all Source IP_Address, Source Ports, and Times (Always), but is specifically tied to the Public Ports
defined in the Game Rule List. This is because you do not want to accidentally block traffic for other applications. It is a good idea to turn on the
log for this rule so that you can check in the log for anything that is filtered inappropriately. Next configure the ALLOW rules.
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